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Introduction 

The VNXe™ series storage systems provide a consolidated platform for provisioning, 
managing, and monitoring application data storage within organizations and networks 
of all sizes.  Each storage system provides iSCSI block storage and file-based storage that 
enable users to work with files and data over network connections. 
 
VNXe provides access to storage resources through the following protocols: 
 

 iSCSI – Block-level data storage resources accessible through the iSCSI protocol 
over a network connection.  Optional support for CHAP (Challenge-Handshake 
Authentication Protocol) client/server authentication and iSNS discovery and 
management is also available. 

 Network-attached storage (NAS) – File-based storage for a wide range of clients 
and applications that access storage over network connections.  Protocol-specific 
file systems are located and managed on the storage system, which transfers data 
to hosts over TCP/IP using the CIFS and NFS file sharing protocols. 

 
Data is a very valuable asset which must be protected to ensure that business operations 
can continue in spite of disastrous events.  To protect data against events that may bring 
down a production site, it is essential for the data to have a replica of the production data 
in another location.  EMC VNXe replication provides organizations with an 
asynchronous replication technology to protect its data and ensure that replicas are in 
compliance with customer-specified recovery point objectives (RPO).  
 
Replication shares production data, in the form of storage objects such as shared folders 
or file systems, to create a copy of the data at another site.  Replication also maintains 
consistency between the production data and the copy (or replica); the customer can 
define the required level of protection, or synchronicity, between the production data 
and the replica data that would be required if the production data becomes inaccessible 
and the replica needs to become operational.   
 
Sometimes, the roles of the source and destination objects have to be reversed due to a 
disaster that renders the source object unavailable, or a test where the source is 
functioning and available.  In such a case, the destination object takes over the 
responsibilities of serving the production data.  To perform this reversal, a switchover or 
failover is initiated. 
 
Switchover 

 For test or migration purposes, this switches over the specified replication 
relationship and performs synchronization of the source and destination without 
data loss.  A switchover is used if the source site is available but you want to 
activate the destination file system as read/write.  You must execute this 
command on the source system.. 
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Failover 

 In response to a potential disaster scenario, this performs a failover of the 
specified replication session with potential data loss.  Execute this command on 
the destination system. 

 
This tech note discusses the steps required to implement and configure remote 
replication between a VNXe system and a VNX™ system, including the steps to initiate a 
switchover and failover. 

 

 

Roadmap  
 
The Following environment was used for writing this tech note: 
 
Source side 
VNXe Operating Environment (OE) version 2.0.2 
 
Destination Side 
VNX for File Operating Environment (OE) 7.0 
 
 
 

What is in this document 

 
Configuring Replication Source on VNXe, Provides step-by-step instructions to create the 
source object on the VNXe.  It includes detailed steps on how to create the Shared Folder Server 
and source Shared Folder in Unisphere for VNXe. 
 
Configuring Replication Connection, Provides step-by-step instructions to create the trust 
relationship between the VNXe and VNX.  It includes detailed steps on how to create a 
replication connection in Unisphere for VNXe. 
 
Configuring Replication Destination on VNX, Provides step-by-step instructions to create the 
destination object on the VNX.  It includes detailed steps on how to create a file system in 
Unisphere, and mount it as read-only. 
 
Configuring Replication Session, Provides step-by-step instructions to create the replication 
session from Unisphere for VNXe. 
 
Switching Over, Provides step-by-step instructions to switchover the replication session.  It 
includes detailed steps on how to initiate a switchover from the source object to the destination 



4 

   
 

  

 

 Replicating VNXe CIFS/NFS Shared Folders to VNX 

 

 

object, as well as how to start the replication session on the new source object.  This section also 
includes detailed steps on how to reverse the replication session back to the original 
configuration.   
 
Failing Over, Provides step-by-step instructions to fail over the replication session.  It includes 
detailed steps on how to initiate a failover from the destination, as well as how to start the 
replication session on the new source object.  This section also includes detailed steps on how to 
reverse the replication session back to the original configuration. 

 

 

 

Test Environment 

 

Replicating VNXe to VNX over IP Network 
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Configuring the Replication Source on VNXe 

Create a CIFS/NFS Shared Folder Server on VNXe 

This section discusses the how to configure a Shared Folder Server, which maintains and manages file 

systems for shared folders, and uses the CIFS or NFS file sharing protocols to transfer data to and from 

hosts.

 
 

1. Once logged into Unisphere for VNXe, hover over Settings in the menu bar and select the Shared 

Folder Server Settings link.   
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2. Click the Add Shared Folder Server button.   
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3. The Shared Folder Server wizard is presented to you.  Enter in the following settings: 

 Shared Folder Server name. 

 Shared Folder Server IP address and subnet mask. 

 

Click the Next button. 
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4. Select the type of shares the Shared Folder Server supports  If Windows shares (CIFS) is selected, 

enter the following fields: 

 Windows Domain 

 DNS Servers 

 User Name 

 Password 

 

Click the Next button. 
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5. Verify Shared Folder Server settings, and then click the Finish button to create the Shared Folder 

Server. 
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6. At this point, the Shared Folder Server was created successfully.  Click the Close button to close 

the Shared Folder Server wizard. 
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7. The Shared Folder Server Settings page now displays the new Shared Folder Server you just 

created. 
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Create a Shared Folder on VNXe 

This section explains how to configure  a Shared Folder.  Shared folders provide configurable containers 

for file-based storage and are associated with a specific quantity of storage resources.  Shares represent the 

network-mount points through which network clients or hosts access file-based storage.

 

 

1. Hover over Storage in the menu bar and select the Shared Folders link. 
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2. Click the Create button. 
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3. The Shared Folder wizard is presented to you.  Enter the following settings: 

 Shared Folder name. 

 Shared Folder description (optional) 

 

Click the Next button. 

 

 

 



15 

 Configuring the Replication Source on VNXe 

 

 

Replicating VNXe CIFS/NFS Shared Folders to VNX 
 

 
 

 

 
 

4. Select a Pool and Server that the Shared Folder will use from the list, and then specify the size of 

the Shared Folder. 

 

Click the Next button. 
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5. Select the type of shares that will be exported from the Shared Folder.  In this example, we will 

select Windows shares (CIFS). 

 

Click the Next button. 
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6. Check the box to create a Windows share, and then specify the share name. 

 

Click the Next button. 
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7. Configure protection storage for replication and snapshots.  Select a protection storage option 

(middle or bottom options).  Do not select the first option of not configuring protection storage, as 

you will not be able to create a replication session with protection storage. 

 

Click the Next button. 
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8. Configure the amount of storage reserved for protection. 

 

Click the Next button. 

 

 

 

 

 

 

 

 

 

 

 



20 

  Configuring the Replication Source on VNXe 

 

  

 

 Replicating VNXe CIFS/NFS Shared Folders to VNX 

 

 

 
 

9. Verify Shared Folder settings, and then click the Finish button to create the Shared Folder. 
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10. At this point, the Shared Folder Server was created successfully.  Select Do not replicate, as we 

will configure Replication in the next section.  Click the Close button. 

 

 

 

 

 

 

 

 

 

 

 

 



22 

  Configuring the Replication Source on VNXe 

 

  

 

 Replicating VNXe CIFS/NFS Shared Folders to VNX 

 

 

 
 

11. The Shared Folder Storage page now displays the new Shared Folder you just created. 

 

. 
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Configuring Replication Connection 

Create a Trust Relationship 

This section discusses the configuration of a Replication Connection between a VNXe and a VNX.  A 

Replication Connection establishes a communication path that is required to create a remote replication. 

 
 

1. You will now set up the Replication Connection between the VNXe and the VNX.  Before you 

create a replication session, you first need to configure an active communication channel between 

the two systems.  Creating the Replication Connection establishes bidirectional communication 

between the systems.  Hover over Hosts in the menu bar and select the Replication Connections 

link. 

 

 

 

 

 

 

 

 

 



24 

  Configuring Replication Connection 

 

  

 

 Replicating VNXe CIFS/NFS Shared Folders to VNX 

 

 

 
 

2. Click the Add Replication Connection button.   
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3. In the Add Replication Connection wizard that is presented, enter the following settings: 

 System Type (In this example, we will select the Celerra or VNX option) 

 IP Address of VNX Control Station 

 System Name (VNX Control Station) 

 Passphrase 

 

Click the Next button. 
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4. Verify the Replication Connection settings, and then click the Finish button. 
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5. When the Replication Connection wizard displays the message pictured above, DO NOT select 

Continue yet.  Go to the VNX to create the connection there before clicking Continue. 

 

Launch Unisphere on the VNX in a new window and log in. 
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6. In Unisphere on the VNX, hover over Data Protection in the menu bar and select the 

Replications for File link. 
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7. Click the Celerra Network Servers tab, and then click the Create button. 
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8. In the pop-up that is presented, enter the following settings: 

 Celerra Network Server Name (In this example, we will enter the hostname of the VNXe) 

 IP Address of VNXe 

 Passphrase (Same as passphrase entered in the previous VNXe wizard) 

 

Click the OK button. 
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9. The page now displays the VNXe entry you just created. 

 

Now you can go back to the Unisphere for VNXe window. 
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10. In the Add Replication Connection wizard that is still presented, click the Continue button to 

create the Replication Connection. 

 

 

 



33 

 Configuring Replication Connection 

 

 

Replicating VNXe CIFS/NFS Shared Folders to VNX 
 

 
 

 

 
 

11. At this point, the Replication Connection was created successfully. 

 

Click the Close button. 
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12. The Replication Connections page now displays the new Replication Connection you just created. 
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Configuring Replication Destination on VNX 

Create a File System on VNX 

This section explains how to create a replication destination file system on a VNX, which will store the 

replicated data from a source VNXe. 

 
 

1. In this example, we will assume an interface has already been configured with an IP address on the 

VNX, and a storage pool for file has been created with enough free space. 

 

Once logged into Unisphere on the VNX, hover over Storage in the menu bar and select the File 

Systems link.   
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2. Click the Create button. The Create File System pop-up is displayed. 

 

. 

 

 



37 

 Configuring Replication Destination on VNX 

 

 

Replicating VNXe CIFS/NFS Shared Folders to VNX 
 

 
 

 

 
 

3. In the Create File System pop-up enter the following settings: 

 File System Name 

 Storage Capacity (MB) 

 

*The destination File System on the VNX MUST be the same size as the source Shared 

Folder we previously created on the VNXe.* 

 

In this example, we will only configure the File System name and Storage Capacity.  We will 

leave all other fields default. 

 

Click the OK button. 

 

. 
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4. The File Systems page now displays the new File System you just created. 

 

. 
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5. The File System is mounted as Read/Write by default.  This File System will be a replication 

destination, so we must change it to Read Only. 

 

Click the Mounts tab, select the File System you created in the previous step, and then click the 

Properties button. 

 

 

 



40 

  Configuring Replication Destination on VNX 

 

  

 

 Replicating VNXe CIFS/NFS Shared Folders to VNX 

 

 

 
 

6. In the pop-up that is presented, change the Read Only field from Read/Write to Read Only. 

  

Click the OK button. 
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7. The Mounts page now displays the File System mounted as Read Only. 
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Configuring Replication Session 

Create a Replication Session from VNXe 

This section will discuss how to configure a Replication Session between a VNXe and a VNX.  The VNXe 

maintains a full copy of your storage resource on a remote system by transferring the data over the network.

 
 

1. From Unisphere for VNXe, hover over Storage in the menu bar and select the Shared Folders 

link. 
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2. Select the Shared Folder you previously created (replication source), and then click the Details 

button. 
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3. Click the Replication tab. 
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4. Click the Configure Replication to a Remote System button. 
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5. In the Create Session wizard that is presented, enter the following settings: 

 Destination System (In this example, we will select the VNX we previously configured) 

 Storage Resource (Destination File System on the VNX) 

 

The destination storage resource is presented by File System ID.  To confirm you have selected 

the correct File System, open Unisphere on the VNX, and navigate to:  

Storage > Storage Configuration > File Systems.  Select the destination file system, and click 

the Properties button.  The File System ID is displayed in the pop-up that is presented. 

 

Click the Next button. 

 

 

NOTE: You can also locate the destination file system ID using this command from VNX CLI 

(Command Line Interface) to obtain the File System ID: 

 
nas_fs –list 

 

(The File System ID is listed in the left-most column in the output of the command.) 
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6. Synchronization is configured to automatic by default, with a RPO (Recovery Point Objective) of 

1 hour.  Clicking the Show Advanced Link displays options that allow you to configure manual or 

automatic synchronization, as well as the RPO.  In this example, we will use the default 

synchronization. 
 

Click the Next button. 
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7. The VNXe automatically configures the communication path to the destination system.  Clicking 

the Show Advanced Link displays options that allow you to configure the source and destination 

interfaces to use.  In this example, we will use the default communication path. 
 

Click the Next button. 
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8. Verify Replication Session settings, and then click the Finish button 

 

Continue to the next step. 
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9. At this point, the Replication Session was created successfully.  Click the Close button to close the 

Replication Session wizard. 
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10. The Replication tab of the Shared Folder Details page now displays the replication configuration, 

such as the current state, role, destination, and synchronization details.  You can also configure 

synchronization and RPO from here. 

 

The process of configuring replication between the VNXe and VNX is now complete. 
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Switching Over 

Switching Over the Replication Session from VNXe to VNX 

This section explains how to switch over a replication session.  A Switchover is a planned reversal of the 

replication session, where the destination synchronizes with the source and the replication session stops 

with no data loss.  The destination object's status then becomes read/write and the source object's status 

becomes read-only. 

 
 

1. In this example, we will perform a switchover from the source Shared Folder on the VNXe.  First, 

verify a timestamp appears in the Time of Last Sync field.  If not, click the Sync Now button 

before switching over the session. 

 

From the Replication tab of the Shared Folder Details page, click the Failover button.  This will 

first stop the replication relationship and then sync the source storage resource to the destination 

storage resource.  After this is done, the destination object’s status becomes read/write and the 

source object’s status becomes read-only. 
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2. In the Failover pop-up that is presented, click the OK button to initiate the switchover. 
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3. After a few minutes, Unisphere for VNXe will display the status of the replication session in the 

Replication tab of the Shared Folder details page as Failed Over. 
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4. Once logged into Unisphere on the VNX, hover over Data Protection in the menu bar and select 

the Replication for File link.   

 

. 
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5. You will see the replication state of the replication session as Switched Over.  Select this 

replication session, and then click the Start button to start the replication relationship.   
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6. In the Start Replication pop-up that is presented, you can change the replication sessions settings.  

We will leave the default values for this example. 

 

Click the OK button. 

 

. 
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7. In the Confirm Start pop-up that is presented, click the OK button to proceed. 

 

 

 



59 

 Switching Over 

 

 

Replicating VNXe CIFS/NFS Shared Folders to VNX 
 

 
 

 

 
 

8. The process of performing a switchover is now complete.  After a few minutes, the replication session 

will have started.  The VNX is now the source, and the VNXe is the destination.  The replication 

relationship has been restarted. 
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Reversing the Replication Session from VNX to VNXe 

This section will detail the necessary steps to Reverse a replication session from a VNX to a VNXe, 

reverting the source and destination roles back to the original configuration. 

 
 

1. We will now reverse the replication session so that the VNXe is the source and VNX is the 

destination.  Select the replication session, and then click the Reverse button.  The destination 

object’s status becomes read/write and the source object’s status becomes read-only, reverting the 

replication session back to its original configuration. 
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2. In the Confirm Reverse pop-up that is presented, click the OK button to proceed. 
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3. After a few minutes, Unisphere for VNXe will display the Replication Role of the replication 

session as Source. 

 

The process of performing a switchover and reverse between the VNXe and VNX is now 

complete. 
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Failing Over Replication Session from VNXe to VNX 

This section lists the steps to fail over a replication session.  A Failover is a reversal of the replication 

session, with possible data loss, in response to an unplanned emergency scenario in which the source has 

become unavailable.  After the failover operation, the destination object's status becomes read/write.  When 

communication is re-established between the source and destination, the source object's status becomes 

read-only. 

 
 

1. In this example, we will perform a failover from the destination resource on the VNX.  Once 

logged into Unisphere on the VNX, hover over Data Protection in the menu bar and select the 

Replication for File link. 
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2. Select the replication session, and then click the Failover button.   

 

This will cancel any data transfer that is in progress, and process and mark the destination object 

as read/write so that it can serve as the new source object.  When the original source object 

becomes reachable it is changed to read-only. 
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3. In the Confirm Failover pop-up that is presented, click the OK button to proceed. 

 

. 
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4. You will see the replication state of the replication session as Failed Over. 

 

In this example, we will assume the original source object is now available, so we will start the 

replication relationship with the VNX as the new source. 

 

Select this replication session, and then click the Start button to start the replication relationship.   
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5. In the Start Replication pop-up that is presented, you can change the replication sessions settings.  

Check the box next to Discard Changes on Destination Since Last Copy, and leave all other 

fields at their default values for this example. 

 

Click the OK button. 
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6. In the Confirm Start pop-up that is presented, click the OK button to proceed. 
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7. The process of performing a Failover is now complete.  After a few minutes, the replication session will 

have started.  The VNX is now the source, and the VNXe is the destination.  The replication relationship 

has been restarted. 
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Reversing A Replication Session from VNX to VNXe 

This section will detail the steps to Reverse a replication session from a VNX to a VNXe, reverting the 

source and destination roles back to the original configuration. 

 
 

1. We will now reverse the replication session so that the VNXe is the source and VNX is the 

destination.  Select the replication session, and then click the Reverse button.   

 

The destination object’s status becomes read/write and the source object’s status becomes read-

only, reverting the replication session back to its original configuration. 

 

 

 

 

 

 

 

 

 

 

 

 

 



71 

 Failing Over 

 

 

Replicating VNXe CIFS/NFS Shared Folders to VNX 
 

 
 

 

 
 

2. In the Confirm Reverse pop-up that is presented, click the OK button to proceed. 
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3. After a few minutes, Unisphere for VNXe will display the Replication Role of the replication 

session as Source. 

 

The process of performing a failover and reverse between the VNXe and VNX is now complete. 
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